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Artificial intelligence (AI) is not the first instance 

wherein technological innovators have deluged the 

healthcare delivery system with devices, processes, and 

other innovative ideas in an effort to decrease costs and 

improve value-based care. While the development of AI 

appears to be progressing faster now than when it was 

originally introduced in the 1950s,1 recent efforts to 

implement new technology are being hindered by the 

current regulatory environment. As of the date of 

publication, no federal statutes exist that specifically 

govern AI – only general laws, regulations, and guidance 

related to scientific research, most of which, if not all, 

lack the term “artificial intelligence.”2 The U.S. 

Copyright Office, for example, has only stated in its 

guidance that it will not register or provide patents for 

mechanisms formed by a machine or “mere mechanical 

process that operates randomly or automatically without 

any creative input or intervention from a human 

author.”3 The term is also noticeably absent from the 21st 

Century Cures Act, which was passed in 2016 to “usher 

in a new, more industry-friendly era of drug and device 

regulation.”4 

One of the overarching concerns associated with AI, 

especially in healthcare, is that the use of AI may violate 

the Health Insurance Portability and Accountability Act 

of 1996 (HIPAA). Although HIPAA does not specifically 

address the use of AI, “a major goal” of the HIPAA 

Privacy Rule is “to protect individuals’ medical records 

and other personal health information and applies to 

health plans, health care clearinghouses, and those 

health care providers that conduct certain health care 

transactions electronically.”5 AI relies heavily on patient 

data, often requiring hundreds of thousands of data 

elements to pattern and understand concepts; 

consequently, collection of the requisite healthcare data 

elements to make AI useful may run counter to regulatory 

protections related to confidential patient data.6 

In July 2016, the U.S. Food and Drug Administration 

(FDA), interested in the potential utility of AI, issued 

three guidelines meant to encourage medical 

entrepreneurs to develop devices that rely on advances in 

AI and machine learning.7 The first guideline addresses 

general wellness products, which the FDA defined as a 

product that has either: (1) “an intended use that relates 

to maintaining or encouraging a general state of health 

or a healthy activity”; or, (2) “an intended use that relates 

the role of healthy lifestyle with helping to reduce the risk 

or impact of certain chronic diseases or conditions and 

where it is well understood and accepted that healthy 

lifestyle choices may play an important role in health 

outcomes for the disease or condition.”8 These products 

will not be regulated as medical devices, as long as they 

are anticipated for general wellness only and are not 

“high risk.”9 The second guideline permits the use of 

real-world evidence, i.e., “evidence derived from 

aggregation and analysis of real-world data elements”10 

outside of the traditional clinical trial setting, in 

advocating for the allowance of devices that have already 

received approval in one area to receive FDA approval 

for usage in other areas.11 The third guideline addresses 

the adaptive design of clinical trials that support the 

FDA’s approval of new medical devices.12 As company 

developers follow these guidelines, new devices may get 

to patients quicker.13 In response to the growth of the 

digitization of healthcare, including through the use of 

AI, the agency is focused on creating a digital health unit 

within its Center for Devices and Radiological Health 

(CDRH) to include time and resources to invest in AI.14 

The CDRH facilitates “medical device innovation by 

advancing regulatory science, providing industry with 

predictable, consistent, transparent, and efficient 

regulatory pathways, and assuring consumer confidence 

in devices marketed in the U.S.”15 

Though efforts to regulate AI in healthcare have been 

slow to develop, the U.S. government has already 

integrated AI into different areas of its own oversight of 

the healthcare industry. For example, Recovery Audit 

Contractor (RAC) teams working on behalf of the 

Centers for Medicare and Medicaid Services (CMS) are 

utilizing algorithms powered by AI to identify billing 

irregularities in diagnosis-related groups (DRG), a 

coding system that denotes a particular diagnosis for a 

hospital inpatient stay for purposes of payment.16 The 

algorithm in this system is designed to identify codes that 

may be downgraded; in other words, “it works by running 

a simulation that switches out billed codes with cheaper 

codes, and then measures if the resulting code 

configuration is within the statistical range averaged 

from other claims.”17  If and when codes are out of range, 

the RAC downgrades the code, thereby reducing the 

hospital’s reimbursement under the DRG system.18 This 
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process is designed to significantly decrease the number 

of audits that hospitals receive regarding the collection of 

improper Medicare payments under fee-for-service 

Medicare plans.19 Although hospitals have the ability to 

appeal a downgrade (which is often based on statistical 

analyses, and less on the specific concerns of the patient 

care at issue), the cost to appeal a RAC downgrade is 

often significantly higher than accepting the 

downgrade(s).20 

Public health regulation and enforcement is also 

increasingly utilizing AI. For example, the Las Vegas 

Health Department is using AI in its investigation of 

health violations, resulting in more citations during 

inspections.21 Instead of selecting restaurants at random, 

the agency uses an AI software program to examine tens 

of thousands of tweets via Twitter to pinpoint possible 

food poisonings.22 Once the program associates tweets 

with specific restaurants, inspectors are dispatched to 

those locations.23 This approach has saved the agency 

time and resources because “unlike big data and 

analytics, which work off structured data that takes time 

to collect and analyze, this program was able to quickly 

calculate possible health problems by reading 

unstructured data -- words and phrases.”24 

As AI systems continue to influence the regulatory 

environment of the U.S. healthcare delivery system, 
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